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O 4eM Mbl TYyT

fit — predict — profit!

NHorpoa cpa3y niaoxo paboTaeT
Horpa cHa4ana xopoLlo
[ToTOM Kak 00bIYHO

NHOroa He NoHSATHO,
paboTaeT nm BoobLle

data

scientist performing the fit-predict-profit process

with joy and ease



[lo4yemMy OHO C/IOMaJ10Chb

 Morna cpa3y paboTaTb NJ0xo nanm He paboTaTb BOBCE

e [pobnembl C AaHHbIMYK

* [lporpaMMHbIe, annapaTHbIe, OpraHn3aunOHHbIE OTKa3bl
* [lpobnema c moaenbto

- HECTa6I/IJ'IbHOCTb, HegoornpeageseHHoCTb, HN3KoE Ka4eCTBO
e ATakKu - cM ATnac

 HenpaBusbHoOe ncnosnb3oBaHne — model card, datasheets
* N3mMeHeHune bnsHec-npoL.eccoB


https://arxiv.org/pdf/2011.03395.pdf
https://resources.oreilly.com/examples/0636920415947/blob/master/Attack_Cheat_Sheet.png
https://atlas.mitre.org/
https://arxiv.org/pdf/1810.03993.pdf
https://arxiv.org/pdf/1803.09010.pdf

COBUT OaHHBIX N KOHLUET LW

* P(Y=y | X=X)

« MeHseTcqa pacnpeneneHune X. Data Drift
Mogoenb paboTaeT Tak XXe, HO METPUKK Apyrune

« MeHsaeTca 3aBncMMOCTb Y OoT X. Concept Drift
Monoenb paboTaeT xy>xe, METPUKN — KaK MoBe3eT

 MeHgdaeTca pacnpeneneHune Y. Target Drift
Ob6bI4HO CeacTBMe 4Yero-To Bbllle



OTKyda cOBUr

* Mwunp MmeHaeTCH

- KoBupg, CBO, caHKUMKU
— HoBble pbIHKNK
- HoBble NCTOYHUKUN KJSINEHTOB
- HoBble NpoayKThbI
 [oCcTynHble HaM OaHHble MeHATCA
- BKW 4TO-TO Yy cebsa ckoppekTupyet

- ®opMy BBOJa Ha CalTe NOOKOPPEKTUPYIOT
- JaTyYMKM Ha CTaHKe 3aMeHST



UGl Esenes, ©T0 Heig epl s

OXunpgaHus:

TpaTUM OEHbIU

noJjiy4aem cuctemy
cucTtemMa NPUHOCUT OEHbIU

PealbHOCTb:

TPaTUM OEHbIN

noJly4aem cuctemy
cucrtema TpebyeT neHer

Ha nogaep)XaHne KadecTBa

-

data scientist in a suit looking inside his empty leather wallet, white bills with red
numbers flying around him in a chaotic manner, blue background



[lepeobyyaeM!

* CpaBHMBaeM C NMoporom

°* Y4YMM Ha HOBbIX OaHHbIX g‘ B

* [Mpobnemsl: E _31)‘_' - = = =Threshold
Kakown nopor? ;_%
CTaHeT nn ny4ywe? Time >

YTO Co cTapbiMN AaHHLIMI?
ne bpaTb pa3MeTKy?
A OHO TO4YHO byaeT NocTeneHHo yxyawaTbca?

Machine Learning Design Patterns (c) 2021 Valliappa Lakshmanan, Sara Robinson, and Michael Munn


https://bhv.ru/product/mashinnoe-obuchenie-patterny-proektirovaniya/

Kakow nopor BbiOpaTh

* I3TO MHBECTULUWMOHHOE peLueHmne

 CTOMMOCTb 000y4eHnsa vs BepOoATHbIN yLlepb
 bu3Hec Bcerga nonpocuT «camoe nyyliee»

* MO>XHO oueHNTb yuwepb oT NageHns KadecTBa
* IHoroa TpygHO N3MepuThb

« [powe nepeobyyaTb MOAENb, KAaK TOJIbKO HaOEXHO
OEeTEKTMPOBAJIMN NaJeHne KavyecTBa

* [MepeobyyanTe Tak YacToO, KaK MoOXXeTe



Kak oby4aTb Yalle

Manbih NOTOK OAaHHbIX

- CuMHTeTuKa u ayrMmeHTaums

MeuneHHoe Bbi3peBaHNE METOK

~ KoHCcTpyunpyem obpaTHYIO CBA3b, C/labble N MPOKCU METKMU
[[pOoMO34OKasa NOArOoTOBKa AaHHbIX

— CoxpaHAaTb NpeauKTbl N MPU3HAKK

TpyOoHO CpaBHMBAaTb MO4OeNu

~ WHTepnumBumHr emecTto A/B TeCcToB, OTKaT Moaenu



i i Hosas Mobehls b ie

* Ha cBeXux gaHHbIX HOBasi MOAesib BCcerga nyyiue
* Kak bygeT ganblie — BOMNpPocC

* Bo3MO)XHO, BpeMeHHas aHoManus / lym

* Hy>XeH Hage)XHbI cnocob TecTnpoBaHMA B Nnpoae:

TeHeBOW oennoun
KaHapee4HbIn genson
Ab TecCTbl
NHTepnmnBuHr
MHoropykue baHanThbl



1@ (0 Qe elEHE ] M

 Ecnun pacnpepeneHne naMmeHMNOChb,
3a4eM Mbl YYMMCA Ha CTapblX OaHHbIX?

 KypupoBaHune gaTtaceTa:

- Obpe3aeM no ropu3oHTy (NnocnenHuUinm ron?)

- OTbunpaem Hanbonee xapaktepHble To4kK (Core set)

- CaMnavpyeM nponopumoHasibHO BO3PacTy AaHHbIX

- CoaMnampyem nponopLIMOHasIbHO CXOXKEeCTU pacnpeneneHnn



[ 0e OpaTb Pa3MEeTKyY

* WNHorpoa pa3mMeTKa eCTb Cpa3y:
— [lonb3oBaTesib KJIMKHYJ MO pekamMe
°* NHorpa pa3smMeTKa 3a4ep>XnBaeTcs:
— [lonb3oBaTesib HEe BEpHYN KpeguT
°* WHorpoa pa3MeTKu HeT:
- HonrocpoyHada NnpubbisIbHOCTb MHBECTULNIA
°* NHorpoa He nonMellb:
— Owunbkm pacno3HaBaHNAa pevYn/MHTEHTa



[ 0e OpaTb Pa3MEeTKyY

* [IpoKCU-MeTpUuKun

- CKkoppenunpoBaHHble ¢ busHec-MeTPUKoOWn

- JlerkogocCTynHble
* Cnabble MeTKWN

- «[MonoXXnn B KOP3NHY» BMECTO «KYMWJ», C BECOM
 [Ooe B34Tb

- cKaTb B OAHHbIX
- CnpawwuBaTb busHec


https://habr.com/ru/companies/retailrocket/articles/591205/

o ol ererHOe Yo TaloeEa o

Temporal quality degradation in Al
models

Daniel Vela', Andrew Sharp*, Richard Zhang?, Trang Nguyen*, An Hoang? &
Oleg S. Pianykh*""

As Al models continue to advance into many real-life applications, their ability to maintain reliable
quality over time becomes increasingly important. The principal challenge in this task stems from
the very nature of current machine learning models, dependent on the data as it was at the time

of training. In this study, we present the first analysis of Al “aging": the complex, multifaceted
phenomenon of Al model quality degradation as more time passes since the last model training cycle.
Using datasets from four different industries (healthcare operations, transportation, finance, and
weather) and four standard machine learning models, we identify and describe the main temporal
degradation patterns. We also demonstrate the principal differences between temporal model
degradation and related concepts that have been explored previously, such as data concept drift
and continuous learning. Finally, we indicate potential causes of temporal degradation, and suggest
approaches to detecting aging and reducing its impact.
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https://www.nature.com/articles/s41598-022-15245-z


https://www.nature.com/articles/s41598-022-15245-z
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Gradual or no degradation
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https://www.nature.com/articles/s41598-022-15245-z
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https://www.nature.com/articles/s41598-022-15245-z

HeD e He

Strange attractors and chaos

Financial FLS dotaset, NN — Weather dotaset, NN model
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https://www.nature.com/articles/s41598-022-15245-z

BbIBO bl

YcTapeBaHue He 0643aHO BbITb IMHENHBIM
Pa3smMmeTKa He Bcerga ecTb

XoTenocb 6bl 3HaTb, YTO MOAeEb yLa He Tyda

- Trust Score
- Model Performance Predictor
- Trust Score onga LLM

be3 MeToK Mbl NonMaeM TonbkKo Data Drift


https://arxiv.org/abs/1805.11783
https://arxiv.org/abs/1902.08638
https://arxiv.org/pdf/2402.12545.pdf

o e

« CMOTPUM, HAaCKOJIbKO NpeaunkKT noanep>xaH
obyyvaloWwmMMnN OaHHbIMW

* Ecnn y Hac Bb11nM Noxo)xme ToHKKU — goBepsem
 Ecnn He BbIN10 — He JoBepsem ;-)
 MoHuTopmm Trust Score



Model Performance Predictor

* Tpwn Habopa OaHHbIX:

- Train y4ynm mopesnbl
- Validation y4ynm mogenb2 npenckasbiBaTb oNbKN mogennl
- Test npoBepsAM, 4YTO BbILLJIO

- Ha npooe — moaenb 1 npenckasbiBaeT
- Ha npoae — moAaenb 2 npeickKa3biBaeT KavyeCTBO
* MOHUTOPUM pacrnpeneneHme npeankTa Mmoaenn 2



L S aere NCENEE

Which American won the Nobel Peace Prize in
l 20027

Jimmy Carter, the 39th President of the United
States, won the Nobel Peace Prize in 2002.

--------------------- - - - -

Which American won the Nobel Peace Prize in 20027

A. Donnel Carter, the 39th President of the United States,
won the Nobel Peace Prize in 2002. [distractor]

B. Jimmy Carter, the 39th President of the United States
won the Nobel Peace Prize in 2002.

C. Jimmy Carter, the 38th President of
won the Nobel Peace Prize in 20@2. [distractor]

D. Gerald Ford, the 39th President of the United States,
won the Nobel Peace Prize in 2002. [distractor]

. E. None of above

e - - -

Check i+1

T yes

i is smaller than
the max check time

T

choose the yes
original answer ——>

https://arxiv.org/pdf/2402.12545.pdf


https://arxiv.org/pdf/2402.12545.pdf

Kok 10BUTH Comeept Dt

« RCD Reverse Concept Drift e G T
p Data stream m@@m@ va @@@ @

vy v WAA [ A friviv] frivivied el N
| 1

* Shapley Values B B B B B

t : Time
e MHOXeCTBO MNOAOXO0B I
Test statistic Similarity measure Fail to reject
v
Significance test Hypothesis testing

(oonoept drift detected)

Figure 1: Concept drift detection framework.


https://arxiv.org/abs/2203.11070

Reverse Concept Drift

yt'l NnM H a H O BblX F1delta Concept drift - Performance Impact Estimation (RCD)
[lpencka3bliBaeM CcTapble
N3mepsaem pa3Huyy

He MmeTKWn, a cKop
CMm NannyML
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8
1% <
s
1EE
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‘.Ez
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[I—O
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Jan 2018 Apr 2018 Jul 2018 Oct 2018 Jan 2019 Apr 2019 Jul 2019

Metric (reference) Confidence band (reference) Alert Threshold
—e— Metric (analysis) Confidence band (analysis)

https://docs.nannyml.com/cloud/monitoring-deep-dives/reverse-concept-drift-rcd
https://www.reddit.com/r/MachineLearning/comments/1b2vsbb/r_reversed _concept drift rcd_and_algorithm_for/



https://github.com/NannyML/nannyml
https://docs.nannyml.com/cloud/monitoring-deep-dives/reverse-concept-drift-rcd
https://www.reddit.com/r/MachineLearning/comments/1b2vsbb/r_reversed_concept_drift_rcd_and_algorithm_for/

Reverse Concept Drift

Reversed Concept Drift (RCD)
Intuition

deployment

serving data

3 X-serve-0 | X-serve-1 | X-serve-2
5 y-serve-0 | y-serve-1 | y-serve-2

>

time
| train ‘ train

day-0
model

similar = no concept drift
different = concept drift

https://www.youtube.com/watch?v=f7EzyecgSqQ

B

17


https://www.youtube.com/watch?v=f7EzyecgSqQ

Shapley Values drift

sample order by similarity —

_ 0 20 40 60 80 100 120 140 160 180 200 220 240 260 280

A
v

model output

N3 ncxogHown ctaTtbn Npo Shap. ECTb noxoxxee


https://github.com/shap/shap#citations
https://arxiv.org/pdf/1802.03888.pdf

Evidently Al

Kolmogorov-Smirnov

Wasserstein distance

—_—
—p

| PSI

Kullback-Leibler

_—

Jensen-Shannon

JATAN

https://www.evidentlyai.com/blog/data-drift-detection-large-datasets



https://www.evidentlyai.com/blog/data-drift-detection-large-datasets

e einvis mpoencke el

° CaoBUr AaHHbIX

° CaBur KoHuenuuu
* Cboun

* ATaka

* YTO MOHUTOPUTD:

- CpegHuin ckop
- PacnpeneneHne ckopa



ATaKW

ATLAS

The ATLAS Matrix below shows the progression of tactics used in attacks as columns from left to right, with ML technigues belonging to each tactic below.

%indicates an adaptation from ATT&CK. Click on links to learn more about each item, or view ATLAS tactics and techniques using the links at the top navigation bar.

Reconnaissance & _ Resource N Initial . MA— Model Eyecution * Persistence & DEf?“Se& Discovery ® Collection & MSLt Attack Exfiltration * Impact &

Development Access ccess Evasion aging
5 technigues 7 techniques 4techniques  4techniques 2 techniques 2 technigues  1technigue 3techniques  3techniques  4technigues 2 techniques 7 techniques

Search for Victim's Acquire Public ML Supply ML Model User Poison Evade ML | Discover ML ML Artifact Create Exfiltration Evade ML

Publicly Available ML Chain Inference APl | Evocytion & Training Model Madel Collection Proxy ML via ML Maodel

Research Artifacts Compromise Access Data Ontology Maodel Inference

Materials Command Data from API Denial of
Obtain Valid ML-Enabled .4 Scripting Backdoor ML Discover ML | Information Backdoor ML

Search for Publicly Canabilities & A ts & Product or Iy Maodel Madel R itories & | [ML Exfiltration Service

Available apabiities cooumts Service Interpreter Family EPOSIONes = \\todel via Cyber

Adversarial Means Spammin
Devel Evade ML Data f P g

Vulnerability eveor yace Physical Discowver ML 2t from Verify ML System

; Adversarial ML Maodel : ) Local h
Analysis Attack Environment Artifacts & Attack with Chaff
it ; Access System Data
. Capabilities Exploit

Search Victim- Public-Facing Craft

Owned Acquire e Full ML Adversarial Erode ML

Websites Infrastructure Application Model Data Model

Access Integrity

Search Application Publish

Repositories Poisoned Cost
Datasets Harvesting

Arctive

https://atlas.mitre.org/


https://atlas.mitre.org/

HaC alakyIaTn

W classified as turtle [ classified as rifle
B classified as other
https://arxiv.org/abs/1707.07397


https://arxiv.org/abs/1707.07397

B e ] MOKE HERIET:
KEY FINDINGS

B Adversarial attacks designed to hide objects pose
less risk to U.S. Department of Defense applications
than academic research implies.

B Inthe real world, such adversarial attacks are difficult
to design and deploy because of high knowledge
requirements and infeasible attack vectors—there are
often less expensive, more practical, and more effec-
tive nonadversarial techniques.

B Fusing data and predictions across sensor modalities,
signal-sampling rates, and image resolution can fur-
ther mitigate the risk of adversarial attacks.

RAND RRA866-1

data scientist in a modern suit holding a sword piercing through comp
made out of different diagram elements



Er 0 MoKk meprke s

Data Fusion Contest 2023

ExxeroHoe copeBHOBaHUe No MallMHHOMY obydyeHuto Data Fusion Contest. B 2023 rogy aTo TypHup no Adversarial ML Mexay komaHgamu
aTakyroLlMX U 3awuilaowmnx ML Moilenu Ha TpaH3aKLMOHHbIX AaHHbIX.

W2 B w17 e

@) W+ @4 -3

=2 -1 +

-

YaTts Teleg;am
X [Matrix] .

R

CratbAa Ha _ °
>
Xa6p

®@

FAQ Bonpocki'
N OTBEeThbIl |

w:-

KoHnpepeHuma
Data Fusion

®

Npemus Data'
Fusion Awards

ExxerogHoe copeBHoBaHue Data Fusion Contest 2023 npogonykaetca! Peructpauus oTkpbiTta gns
y4YacTHUKOB 0 2 anpens!

Bac XAET yHuUKansHoe CopeBHOBaHMe Mo aTakam W 3aliuTe Mofeneil MallMHHOTO 06y4eHns B TYPHUPHOM hopMare:

B 3apaye ATaka y4aCTHUKM 6ylyT CO3aBaTb aTaku Ha HEMPOCETb, OBYYEHHYIO Ha AaHHbIX TPaH3aKLWIA.

O B 3apave 3awura — HaO60p0T, Y4UTBCA 3allMllaTe CBOW MOOENK OT 3apaHee OrOBOPEHHOIO BUAa aTak.

7 Npu3epos onpeaenaT TypHUpLI — Ny4llWe KOMaHAbl 06eux 3agay CTONKHYTCA ApYr ¢ APYroM 3a npu3oBoi ¢oHA B 2 000 000 py6neit!

https://ods.ai/tracks/data-fusion-2023-competitions



https://ods.ai/tracks/data-fusion-2023-competitions

| lONCKOBbBIE MalUUHbBbI - HET

HAKPYTKa NMOWCKOBLIX NOACKAZ0K X = § g Q
1 Bce [ Bupgeo [) Kaptwnkw [E) Hoeocth [ Knvrm | Ewé MHCcTpyMeHTEI
Peaynetatoe: npumepHo 2 430 (0,38 cex.)

HakpyTka NoMcKoBbIX MNOACKA30K OTHOCKUTCA K «CEPbIM» o 3000 e
cnocobam NPoABKEHNS. = ot [
SKcnepThl, KOTOpble NNOTHO paboTaloT ¢ HaKPYTKOH

MOKMCKOBbIX NOACKa30K, OTMEYAIOT crieAylolue CaHKLUK 3a - g -
HeKa4yeCTBEHHYIO HaKpyTKY:

1. YucTka cnvucka NnoacKasok. ...

2. BpeMeHHbIi N1 NOCTOSHHLIA (hUNLTP Ha BbLIBO/, NOACKa3KKM WK DpeHaa Ha
onpefeneHHoOM KHYEeBOM COBe.

EWE » 24 cenT. 202271



Poon (= e |y Hem mjellsils

[ S

https://www.simonweckert.com/googlemapshacks.htmi


https://www.simonweckert.com/googlemapshacks.html

[0 0N TEEE

Supervisory Guidance On Model Risk Management
Machine Learning for High-Risk Applications

* Graceful Degradation and Related Fields

* bnor nannyML

* bnor Evidently Al

Introduction to streaming for data scientists
[epeoby4deHunto 6bITb NN He BbITb

[lapy csioB 0 gpende AaHHbIX

Kypc ML System Design


https://www.federalreserve.gov/supervisionreg/srletters/sr1107a1.pdf
https://www.oreilly.com/library/view/machine-learning-for/9781098102425/
https://arxiv.org/abs/2106.11119
https://www.nannyml.com/blog
https://www.evidentlyai.com/blog
https://huyenchip.com//2022/08/03/stream-processing-for-data-scientists.html
https://habr.com/ru/companies/vk/articles/671224/
https://habr.com/ru/companies/glowbyte/articles/681772/
https://kolodezev.ru/mlsystemdesign.html

Cnavmbl TYT m dkolodezev
m dmitry kolodezev

https://kolodezev.ru/download/sustainability2024.pdf


https://www.linkedin.com/in/dkolodezev/
https://t.me/Promsoft
https://vk.com/dmitry_kolodezev
https://kolodezev.ru/download/sustainability2024.pdf
https://t.me/reliable_ml
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